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IDENTITY THEFT PREVENTION

Protecting your identity is about finding information leaks.

The more information that is out there about you, the easier it is to be taken advantage of.
Here are some easy, quick suggestions for protecting your identity:
1.  GENERAL

a) Use a password to protect your phone and computer from unauthorized use.

b) Go through your email inbox and de-register / unsubscribe from mass email lists.
c) DO NOT carry your social security card on your person.  Keep it in a locked fire-proof safe or a safety deposit box.

d) Photocopy all of the contents of your wallet.  Make sure to copy both sides of licenses, credit cards, etc.  Keep the copies in a locked fire-proof safe or a safety deposit box.

e) Carry a photocopy of your passport in a separate bag from the original when traveling abroad.
f) Place outgoing mail in a postal drop box or other locked mail slot, rather than an unsecured mailbox in front of your home.
g) Opt-out from prescreened credit card offers and other junk mail.  This will limit the number of credit card offers that are mailed to you.
             On-line Requests:     www.optoutprescreen.com
                                        Phone Requests:      1-888-567-8688

h) Register up to three phone numbers at the National Do-Not Call Registry

                          On-line Requests:    www.donotcall.gov
                          Phone Requests:       1-888-382-1222

i) Check your credit report at least once a year and check for any unusual activity
                          On-line Requests:     www.annualcreditreport.com
                          Phone Requests:      1-877-322-8228
                                        Mail Requests:          Annual Credit Report Request Service
                                                                             P.O. Box 105281

           Atlanta, GA 30348-5281

                                                                             *requests for reports of children under age 13 must be mailed*

                                                                             Credit scores may be obtained for a fee; this is not necessary and 
                                                                                         is not recommended.
j) Sign up for a credit monitoring service online, such as www.CreditKarma.com- it is safe, secure, and free and monitors your credit and credit score.
2. BANKING
a) Accounts:

i. If you have online banking, sign up to receive statements via email, instead of receiving paper statements in the mail.
ii. Set up texts or email notifications when your account has transactions above a certain limit or when your balance reaches a certain dollar amount.
b) Checks:

i. Only have initials (instead of first name) printed.
ii. Print work phone number instead of home number (if possible).
iii. Use PO Box number instead of home address for delivery of new checks (if applicable), or ask for them to be delivered directly to your bank branch so that you can pick them up personally.
iv. NEVER print social security number on checks.
v. NEVER write the complete account number on the memo line when making payments for credit cards.  Instead write only the last four numbers of the credit card account.  

3. CREDIT / DEBIT CARDS

a) DO NOT write down your pin numbers for ATM, debit or credit cards and carry them with you.
b) Carry only the most necessary credit cards on your person.  Keep any others in a locked fire-proof safe at home on a safety deposit box at your bank.

c) Sign the back of your credit and debit cards and write “SEE PHOTO ID” on the back.

IDENTITY THEFT – DAMAGE CONTROL
1. FILE A POLICE REPORT – Immediately contact the local authorities where your wallet was stolen.

2. CANCEL CREDIT CARDS – Contact your credit and debit card companies, cancel all credit cards and request new cards and account numbers.
3. CONTACT YOUR BANK – Request new account numbers.  You will likely need to keep the old account open long enough for outstanding checks to clear, but all new business should be conducted with a new account. 

4. CONTACT THE CREDIT REPORTING AGENCIES – Call the three credit reporting agencies and place a ‘fraud alert’ on your name and social security number.  This will insure that you will be contact by phone to authorize any new credit accounts.
a. Equifax –  1-800-525-6285
b. Experian – 1-888-397-3742
c. Trans Union – 1-800-680-7289

5. Contact the Social Security Administration – If your Social Security card is stolen, call the fraud line at 1-800-269-0271.
6. REPORT UNFAIR CREDITORS AND IDENTITY THEFT TO THE FEDERAL TRADE COMMISSION (FTC) – The FTC tracks and investigates identity theft.          
          
                                                                      www.ftc.gov/credit               
                                                                             1-877-438-4338
Federal Trade Commission

Consumer Response Center, Room 130

600 Pennsylvania Ave., NW

Washington, D.C. 20580
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